Cisco ISE + OKTA MFA + Windows AD Integration for WTI (Standard RADIUS)
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How it works:
1. WTI = Cisco ISE

e RADIUS authentication from WTI OOB device to Cisco ISE
e Standard RADIUS (UDP 1812)
e WTlis the RADIUS client

2. Cisco ISE - Okta RADIUS Agent

e Cisco ISE proxies the RADIUS request to Okta RADIUS Agent. RADIUS (UDP 18120)
e ISE handles Access-Challenge and Access-Accept/Reject
e  WTI vendor-specific authorization attributes must be passed to WTI (verify in ISE configuration)

3. Okta RADIUS Agent = Okta Cloud

e Okta RADIUS Agent communicates with Okta cloud service over HTTPS (TCP 443)
e Forwards authentication request and handles MFA challenge/response

4, Okta Cloud = Okta Verify

e Okta send MFA push notification to the user’s Okta Verify App
e User approves the push

5. Okta Cloud - Okta AD Agent

e Okta cloud connects to on-premises Okta AD Agent for primary authentication
e HTTPS (TCP 443)

6. Okta AD Agent > Active Directory

e (Okta AD Agent validates the user credentials with Windows Active Directory
e LDAP / Kerberos



1. Prerequisites and Requirement

1.1 In this Demo:

e  WTI with Radius Client (device ip: 10.10.10.10)
e Cisco ISE (server ip: 10.10.10.20)
e (Okta RADIUS Agent/Windows Server (server ip: 10.10.10.40)
e Okta AD Agent and Active Directory synchronized (server ip: 10.10.10.30)
e Okta Verify on mobile App install and enrolled.

1.2 Network and firewall requirement

Source Destination Protocol / Port Purpose
WTI device Cisco ISE UDP 1812 RADIUS authentication request
WTI device Cisco ISE UDP 1813 RADIUS accounting, if used
Cisco ISE Okta RADIUS Agent UDP 18120 Proxied RADIUS authentication
(custom port)
Okta RADIUS Okta cloud HTTPS 443 Okta authentlFaUc.)n, policy, and
Agent MFA communication

2. Okta Configuration

2.1 Directory Integrations

1. Add Active Directory and install Okta AD Agent in your active directory Windows server and

follow the setup from the screen until complete.

okta

Admin Console

() Dashboard

@ Directory
Peaple
Groups
Al Agents
Devices
Profile Editor

Directory Integrations

a

Directory Integrations

¥ Add Directory v ‘

Active - 1 Inactive - 0

Active Directory
wtldevlab.com




2.2 Configure the RADIUS application

1. Go to Applications and Resources > Application > in the search box type radius application

okta a
Admin Console < . .
Applications
() Dashboard hd
B g e e
[ Directory v
£ Customizations v Q. radius application [x]

STATUS

85 Applications and Resources  ~ e

Active 1

Applications
Inactive 0 @ RADIUS Application

Self Service

API Service Integrations

2. Configure the Okta RADIUS application to use the Okta RADIUS Agent.

Use the RADIUS authentication port configured on the agent. UDP Port: 18120.

4. Configure the RADIUS client/shared secret so Cisco ISE is accepted as the client when ISE
proxies’ requests to Okta.

5. Enable the desired MFA behavior (for example, Okta Verify Push).

w

@ RADIUS Application
General Sign On Assignments

Settings Edit

Radlus Authentication Behavior

Authentication Okta performs primary authentication
Radlus Client

UDP Port 18120

Secret Key

Credentlals Detalls

Application username format Okta username

Update application username on Create and update ( C Update Now &



6. Create or use role group such as OKTA-Admin and OKTA-User from Active Directory security

group.
okta Q seare
Admin Console < « Back to Groups
a - .

() Dashboard v £2 OKTA-Admin

Directary - Created: 10/5/2026 () Last modified: 10/5/2026 View logs
People
Groups People Applications Profile Directories Admin roles
Al Agents

This group’s membership cannot be modified because the

Devices group is managed automatically by Okta

Profile Editor
People

Directory Integrations

Profile Sources » @

Advanced search
2 Customizations v

88 Applications and Resources

Person & username Status
Q security ~

Matoula Senethavong Active
&N Workflow v matoulas@wt1devlab.com

7. Assign the user to the Okta RADIUS application.
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3. Okta RADIUS Agent Windows Server Configuration

3.1. Install Okta Radius Agent in windows server and complete the setup from the screen until
complete.

s Okta RADIUS Agent Console  — X

Okta Details

Ok Cancel

3.2 Okta RADIUS Agent — Authorized RADIUS Client IP Addresses
Purpose: Restrict RADIUS authentication requests to approved RADIUS clients for security.

The Okta RADIUS Agent uses an IP allow list to control which RADIUS servers or network devices are
permitted to send authentication requests to the agent.



Configuration file:
C:\Program Files\Okta\Okta RADIUS Agent\current\user\config\radius\config.properties

Configuration setting:

ragent.client_ip_allow_list.18120=10.10.10.20,10.10.10.30

(this will be your Cisco ISE server and your Windows AD server IP Address)

3.3 Allow Inbound rule go to Windows Firewall GUI >> Inbound rule
Allow Okta Radius Agent UDP 18120 for remote IP Address 10.10.10.20 and 10.10.10.30

e Onthe Okta RADIUS Agent server (ip address 10.10.10.40), press Win + R.
e Type wf.msc and press Enter.

e Select Inbound Rules

e New Rule >> Port >> Next >> UDP >> Specific local ports: 18120

e Name: Okta RADIUS Agent UDP 18120

Okta RADIUS Agent UDP 18120 Properties >

Protocols and Pots ~ Scope Advanced  Local Principals  Remote Users
General Programs and Services Remote Computers

General
Mame:

St RADIUS Agent UDP 18120

Description:

B Enabled

Action
\-';4 © Hlow the connection

W () Allow the connection ff it is secure |

() Block the connection |

QK Cancel Apph




In Protocols and Ports section

e Protocol type: UDP
e Local port: Specific ports 18120

Okta RADIUS Agent UDP 18120 Properties ot

General Programs and Services Remote Computers
Protocols and Pots  Scope  Advanced  Local Principals  Remote Users

Protocols and ports

mf Protocal type: LIDP o
Protocol number: 17
Local port: Specific Ports w
18120
Example: 80, 443, 5000-5010
Remote port: All Ports o

Example: 80, 443, 5000-5010

Imtemet Control Message Protocol
{ICMP) settings:

In Scope section

Remote IP Address: 10.10.10.20 and 10.10.10.30 (this is your Cisco ISE Sever & Windows Server AD IP
Address)



Okta RADIUS Agent UDP 18120 Properties

General

Programs and Services
Protocols and Ports~ Scope Advanced Local Principals

Local IP address
B © Aoy IP address

LR

=

(") These IP addresses:

Remote Computers

Remote [P address

T

() Any IP address

) These IP addresses:
10.10.10.20 Bdd .
10.10.10.30 ;]

Cancel

Remaote Lsers

Apply




4, Cisco ISE Configuration

4.1 Create vendor-specific attribute - Navigate to Policy > Policy Element > Dictionaries > System >
Radius > Radius Vendors > Add

= Cisco ISE Paolicy - Palicy Elements
Dictionaries Conditions Results
Dictionaries System Dictionaries
Es)
= Selected 0 Total 49

All

Name ~  Description
O ACIDEX Profiler ACIDEX dictionary
O ACTIVEDIRECTORY_PROBE Profiler ACTIVEDIRECTORY_PROBE dictionary
O APIC Dictionary for APIC
O cDP Profiler CDP dictionary
O GERTIFIGATE Cisco Certificate Dictionary

Dictionaries RADIUS VeﬂdOFS
Eel
= L
v Import
Ll Posture -
{lj PROFILER O Name -~ Vendor ID Description
_ D Airespace 14179 Dictionary for Vendor Airespace
L IETF [ Alcatel-Lucent 800 Dictionary for Vendor Alcatel-Lucent
7 RADIUS Vendors O Aruba 14823 Dictionary for Vendaor Aruba
LU Airespace E] Brocade 1588 Dictionary for Vendor Brocade
LU Alcatel-Lucent o .
E] Cisco 2] Dictionary for Vendor Cisco
L Aruba
[j Cisco-BBSM 5263 Dictionary for Vendor Cisco-BBSM
L Brocade
E] Cisco-VPN3000 3076 Dictionary for Vendor Cisco-VPN3000
L Cisco
D H3C 25506 Dictionary for Vendor H3C
LY Cisco-BBSM
O HP 1 Dictionary for Vendor HP
L Cisco-VPN3000
. E] Juniper 2636 Dictionary for Vendor Juniper
L H3C
Ll HP D Microsoft 31 Dictionary for Vendor Microsoft
L Juniper D Motorola-Symbol 388 Dictionary for Vendor Motorola-Symbol
L Microsoft E] Ruckus 25053 Dictionary for Vendor Ruckus
-
] » o
D WISPr 14122 Dictionary for Vendor WISPr
D WTI 24496 Dictionary for Vendor WTI



4.2 The name and the Vendor IDs are to be entered and saved

Dictionary Name: WTI
Vendor ID: 24496

= Cisco ISE Policy « Policy Elements

Dictionaries Conditions Results

RADIUS Vendors List > New RADIUS Vendor
Dictionaries

=q * Dictionary Name WTI
S Description Dictionary for Vendor WTI
L PassivelD - * Vendor ID 24496
Ll Posture

Vendor Attribute Type Field Length 1

Ll PROFILER
Vendor Attribute Size Field Length 1

& Radius
Submit | Cancel
e (o |
1 RADIUS Vendors
L Session
Ll SNMP

Ll SPHUB

Ll SXP

Dictionaries Conditions Results

Dictionaries » ... > RADIUS Vendors > WTI
Dictionaries
S Dictionary Dictionary Attributes

=] o Dictionary Attributes

L4 NMAPExtension -
N lised Radi
e D Name -~ Number Type Direction Description Predefi...
L4 PassivelD
O WTI-Super a1 INT BOTH NO

L4 Posture
L PROFILER
5 Radius

L IETF

3 RADIUS Vendors

4.3 Click Add and fill out the Attribute Name, Data Type, Direction and ID and Add allow values for
access level.

Attribute Name: WTI-Super
Data Type: INT

Direction: BOTH

ID: 41



Add allow Values for access level

Name: Administrator
Value: 3

Name: User
Value: 1

Dictionaries Conditions Results

arie Wi Super
Dictianaries
- Atribute Name WTI-Super
1L NMAPExtensian
Do
= F INT v
Wr u
Direction BOTH ~
L PROFILER
o [ 1 0-255)
Radius
i IETF
liow Tagging
RADIUS Vendars I:I
i tiribut m]
me [J Name Value
() Administator
O user
L4 H3C
v

4.4 Add other Attributes on the same page if there are multiple Attributes to be added to the same
Dictionary.

WTI RADIUS Dictionary https://ftp.wti.com/InfoCenter/rsa/dictionary/dictionary.wti

5. Connect Active Directory joint point in ISE

5.1 Navigate to Administration then click Identity Management and click External Identity Sources.

X Cisco ISE Q_What page are you looking for?

Dashboard Context Visibility Operations Policy Administration Work Centers

Recent Pages
System Network Resources pxGrid Services

Settin:

Feed Service
Profiler
Settings Threat Centric NAC

Third Part:

Identity Management

External |dentit
Identity Source

Settings



https://ftp.wti.com/InfoCenter/rsa/dictionary/dictionary.wti

5.2 On External Identity Sources tab, Navigate to Active Directory and click Add

Identities Groups External Identity Sources

Identity Source Sequences Settings

Active Directory

External Identity Sources

= ok + Add Q Node View 2% Advanced Tools Scope Mode
3 Certificate Authenticat... 0 Join Point Name ~ Active Directory Domain

-~ [ Active Directory

O WT1DEVLAB.COM wtldevlab.com

<% WT1DEVLAB.COM
£ LDAP
£ ODBC

53 RADIUS Token

5.3 Under Connection section. Fill in the all requirement and click submit.

Identities Groups External Identity Sources Identity Source Sequences Settings
External Identity Sources - Allowed Domains PassivelD Groups Attributes Advanced Settings
[5 Certificate Authenticat... Jom pont Name WT1DEVLAB.COM 2
o i i * Active Directory N
5 Active Directory ! wtldeviab.com ®
Domain -
“§ WT1DEVLAB.COM
B Lpap 3 Refresh Table
ES ODBC
O ISE Node ~ ISE Node Role  Status Domain Controller Site
E5 RADIUS Token
D CiscolSE.wt1devlab.com STANDALONE Operational DEVELOPMENT1.wtldevlab... Default-First-Site-Name
E5 RSA SecurlD

5.4 Navigate to Groups tab and click Add > Select Group from Directory.

Identities Groups External Identity Sources Identity Source Sequences Settings

External Identity Sources

Connection Allowed Domains PassivelD Atrributes Advanced Settings

Update SID Values

£5 Certificate Authenticat...
~ 3 Active Directory O s

‘-g WT1DEVLAB.COM wtldevlab.com/Service/Tech Support Groups/DuoAdmin §-1-5-21-1351347207-1172691125-420787960-1112

wtldevlab.com/Service/Tech Support Groups/OKTA-Admin

£5 LDAP I 0

5-1-5-21-1351347207-1172691125-420787960-1176 I
5 ODBC

£ RADIUS Token



5.5 Configuration for RADIUS communication between ISE and DUO - Navigate to Work Center > Device
Administration > Ext Id Sources

X Cisco ISE Q_ What page are you looking for?

Dashboard

Context Visibility Operations Policy Administration Work Centers

Recent Pages
Network Access TrustSec Profiler Device Administration

Admin Polic

Profiling

5.6 On RADIUS Token click Add.

Identities Groups External Identity Sources Identity Source Sequences Settings

RADIUS Token Identity Sources
External Identity Sources

o=
=

3 Certificate Authenticat... hee
B9 Active Directory OJ Name ~ Description
2 WT1DEVLAB.COM ] DUO_PROXY_SERVER
| ) LDAP | OKTA_RADIUS_PROXY
£ ODBC

1 RADIUS Token

5.7 Starting from the left to right, configure the settings within each tab menu item as follow.
a. In General tab, configure the name for the configuration.

b. In Connection tab, configure the primary server details. (Primary Server is OKTA RADIUS Agent
Authentication Server, UDP port and share secret password)



Identities Groups External Identity Sources Identity Source Sequences Settings

RADIUS Token List » OKTA_RADIUS_PROXY

External Identity Sources

— , RADIUS Token Identity Sources

= 2

- ) General C ti Authentication Authorization
3 Certificate Authenticat... . onnection

5 Active Directory ]
~ Server Connection

<3 WT1DEVLAB.COM

|_| Safeword Server

3 LDAP |— Enable Secondary O Always Access Primary Server
—  Server First

£ ODBC

Failback to Primary Server after

£ RADIUS Token

1 RSA SecurlD

= SAML Id Providers .
~ Primary Server
3 Social Login
* Host IP 10.10.10.40 o
£ REST
3 OpenlD Connect " Shared Secret Show
* Authentication Port 18120 (__:'
* Server Timeout 60 Seconds -:-_:
* Connection Attempts 3 ':-_:

6. Create Identity Source sequences. Navigate to Administration > Identity management > Identity
Sources Sequence

X Cisco ISE Q, What page are you looking for?

Dashboard

Context Visibility Operations Policy Administration

Recent Pages
System Network Resources




6.1 In Identity Sources Sequence - click Add name identity source sequence and select authentication
available search list and click Save.

Identities Groups External Identity Sources Identity Source Sequences Settings

Identity Source Sequences List > OKTA_Sequence

Identity Source Sequence

v |dentity Source Sequence

* Name
OKTA_Sequence

Description

v Certificate Based Authentication

E] Select Certificate Authentication Profile v

~ Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected

. ' .
Internal Endpoints OKTA_RADIUS_PROXY
Internal Users WT1DEVLAB.COM

Guest Users
All_AD_Join_Points

DUO_PROXY_SERVER

7. Add Network Device - Navigate to Administration > Network Resources > Network Devices and
create an entry for each WTI device (or an appropriate IP range).



Setting

Lab example

Name WTI-DEVICE
IP Address 10.10.10.10 /32
RADIUS Authentication Settings Enabled

Shared Secret

Must exactly match the WTI Primary Secret Word

MNetwork Devices
Default Device

Device Security Settings

MNetwork Devices

Mame* WTI-DEVICE

Description

IP Address L 10.10.10.10

ik Cisco
Device Profile

Model Name

Software Version

Network Device Group

Lecation All Locations hd Set Te Default
IPSEC Is IPSEC Device ~ Set To Default
Device Type All Device Types hd Set To Default
< HADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Shared Secret ]

Show

32




8. Create WTI Radius Authorization Profile in Cisco ISE

Create separate Cisco ISE Authorization Profiles for each WTI privilege level required by the customer.
Cisco ISE must return the WTI vendor-specific attribute with the correct data type.

Profile WTI attribute Validated use

WTI-Admin WTIL:WTI-Super = Administrator (3) Administrator access

Normal/restricted user

WTI-User WTIL:WTI-Super = User (1) access

8.1 Navigate to Policy > Policy Elements > Results > Authorization Profiles > Add

Authentication

Standard Authorization Profiles

Allowed Pratocals

For Policy Export go to Administration > System > Backup & Restore > Palicy Export Page

Authorization ~
Add
I Authorization Profiles I
Downloadable ACLs O Name Profile Description

C] Blackhole_Wireless_Ac: dsls Cisco @ Default profile used 1o blacklist wireless devices. Ensure th

Profiling > -
D Cisco_IP_Phones ks Cisco -(“I Default profile used for Cisco Phones

Posture >
] Cisco_Temperal_Onboard i Gisco (7) Onboard the device with Cisco temporal agent

Client Provisioning > O Cisco_WebAutl i Cisco (7) Default Profile used to redirect users to the CWA portal
C] NSP_Onboard dils Cisco @ Onboard the device with Native Supplicant Provisioning
[:] Non_Cisco_IP_Phones 4l Cisco @ Default Profile used for Non Cisco Phanes.
] UDN ks Cisco (7 Default profile used for UDN.
C] DenyAccess Default Profile with access type as Access-Reject
O PermitAccess Default Profile with access type as Access-Accept
O WTI-Admin WTI Administrator Access level
] WTI-User ® WTI User Access Level

8.2 Create two Authorization Profile. One for WTI_Admin (Administrator access level) and another for
WTI_User (User access level).



Dictionaries Conditions Results

Authorzaoon Profiles WTl-Adman
Authentication o

Authorization Profile

Allowed Protwcols

* Name
WTl-Admin

Authorization w

Descnpoon .

Authorization Profiles : W Administmalor Access lead y
Downloadakle ACLs * Access Type
ACCESS_ACCEPT ~
Profiling ¥ Merwork Device Profile Any
—

Posture » ‘Senice Tempiate =]

Track Movemant 0O
Client Provisioning b P

Agentless Posre 1]

Passive Ientiy Trackmg [ (7)

" COMmOon Tasks
] wieh Redirection {CWA, MDM, NSP, CPP) I’_T.)
] Unique Inenmner (2
“ Advanced ATnbues Semmngs
WTI:WTI-Super - ®  Administrator L I
For WTI_Admin

In advanced Attribute Settings

~ Advanced Arttributes Settings

WTEWTI-Super = Administrator

~ Attributes Details
Access Type = ACCESS_ACCEPT

WTI-Super = 3




For WTI_User

In Advance Attribute Settings

v~ Advanced Attributes Settings

WTI:WTI-Super v = User

v Attributes Details

Access Type = ACCESS_ACCEFT

WTI-Super = 1

9. Create Policy with NAS-Identifier
9.1 Navigate to Policy > Policy Sets > click (+) to add new policy set.

Radius-NAS-Identifier STARTS_WITH REM

Radius-NAS-Identifier STARTS_WITH CPM

(] OKTA with AD User OR
Radius:NAS-Identifier STARTS_WITH DSM

O @ 4 o

Radius-NAS-Identifier STARTS_WITH VMR

Policy Set Name: OKTA with AD User
Condition: Radius-NAS-Identifier START_WITH REM (CPM or DSM)
Allowed Protocols: Default Network Access

8.2 Authentication Policy

Rule Name: Default
Use: OKTA_Sequence

“vAuthentication Policy(1)

(@ Status Rule Name Gonditions Use

Q

(-] Default
> Options

Hits Actions



9. 3 Authorization Policy — create two authorization policy, one for WTI_Admin and another for
WTI_User.

v Authorization Policy(2)

}) Status Rule Name Conditions Profiles Security Groups Hits Actions

o  WTIDEVLAB.COM:ExternalGroups EQUALS
wt1deviab.com/Service/Tech Support Groups/OKTA-Admin

{@

Default 0

e

For WTI_Admin

Rule Name: WTI-Admin

Condition: WT1DEVLAB.COM-ExternalGroup EQUALS wtldevlab.com/Service/Tech Support
Groups/OKTA-Admin

Profile: WTI_Admin

10 WTI Radius Configuration

10.1 Go to /N option 29 for Radius > RADIUS Settings
RADIUS: [Shared]

Enable: On

Primary Host/Address: 10.10.10.20
Primary Secret Word: (defined)
Secondary Host/Address: (undefined)
Secondary Secret Word: (undefined)
Fallback Timer: 3 Sec
Fallback Local: On (ALl failures)
Retries: 3
Authentication Port: 1812
Accounting Port: 1813
Default User Access: off

OneTime Auth: On

OneTime Auth Timer: 5

OneTime Auth Type: Cookies
Session Module Type: Enable
Require Message Authentic: On

Debug: off

Ping Test

O 00 =] v in = W b =

Enter: #<CR> to change,
<ES5C> to return to previous menu ...




