Cisco ISE + Duo MFA + Windows AD Integration for WTI (RADIUS over DTLS)
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Introduction

This document describes how to configure Duo push integration with Active Directory (AD) and Cisco
Identity Service (ISE) as Two-Factor Authentication that connect to WTI Radius client.

Components used

- Windows Active Directory

- Duo

- Duo Authentication Proxy Manager
- Cisco ISE

- WTI Radius client

Communication process

. WTI makes an authentication request to Cisco ISE

. Cisco ISE sends authentication request to the Duo Authentication Proxy

. Duo Proxy sends a request to Active Directory

. Duo Authentication Proxy connection established to Duo security over TCP port 443

. Secondary authentication via Duo Security’s service

. Duo authentication proxy receives authentication response

. Cisco ISE return to WTI with Access Accept + Radius attribute 41 and WTI permits the user access.
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Active Directory Configurations

1. Navigate to Active Directory Users and Computers > Add new User and Password
created duouser account in active directory users and computers.
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Active Directory Users and Computers

. In this example we

Duo configuration

[¥] Password never expires
[C] Store password using reversible encryption

Account expires

® Never

OFEndof [[Seturday . March 4

1. Log in into your Duo Admin portal

] Active Directory Users and Computers [ADC.wti-lab.com] Name Type
b ] Saved Queries 2, adminuser User
4 Fd wti-lab.com # puo Security Group - Global
b E Admins 2, duouser User
3 Block Hardware OU 5
E = duouser Properties [ ] f:’"’ty Sroup?Global
b (3] Clients
Published Certificates I Member Of [ Password Replicati | Dialin | Object | |User
p ] Computers - - .
» &1 DESKTOPS Security ] Er Sessions | Remote control Security Group - Global
. : Remote Desktop Services Profle |  COMs | Attribute Editor User
p = Domain Controllers }
» B dotix General l Address ‘ Account [ Profile | Telephones l O Security Group - Global
b (| ForeignSecurityPrincipals User logon name: Zecurrty Gradp;Slebal
b @l Groups Kuouser] e
3 IT Department | [@MHab.cam V} User
b B LostAndFound User logon name (pre-Windows 2000): User
b ] Managed Service Accounts IWTI‘LAB\ | ldunuser '
b (2] Microsoft Exchange Security Groups
b ] Program Data ‘ Logon Hours... | l LogOn To... |
b (3] Servers
b ] System [] Unlock account
p 3. User Accounts
b | Users Account options:
b (1 Microsoft Exchange System Objects W e in;
b Bl NTDS Qu.otas [¥] User cannot change password |
b | TPM Devices

2. On the left side panel, navigate to Users, click Add User and type the name of the user that matches
your Active Domain username, then click Add User.



='I' @ Search for users, groups, applications, or devices

Dashboard
Dashboard » Users > Add User

Add User

Most applications allow users to enroll themselves after they complete primary authentication.

Policies

Applications

Users Learn more about adding users .4

Add User

Pending Enroliments

Username ‘ duouser
Bulk Enroll Users L

Import Users Should match the primary authentication username.

Directory Sync

Bypass Codes

Groups Add User

2FA Devices

3. On the new user’s panel, fill in the blank all the necessary information.

4. Under user devices specify the secondary authentication method. Click Add Phone

Phofies Add Phang
You may rearrange the phones by dragging and dropping In tha table. Learn more about activating a replacement phona [T,

This uger has no phones. Add one,

Endpoints

Thig user has no devices

This user has no hardware tokens. Add one.

This user has no bypass codes. Add one.

WebAuthn & U2F Add Sacurity Hey



5. Type in the user’s phone number and click Add Phone

Dashboard > Users > duovpn > Add Phone

Add Phone

Learn more about Activating Duo Moblle (4.

Type ® Phone
Tablet
Phone number —p R R RIS Show extension field

Optional. Example: “+52 1 222 123 4567*

6. Navigate to Phones section and click Activate Due Mobile.

Phones
: : a Add Phone
You may rearrange the phones by dragging and dropping In the table. Learn more about activating a repiacement phone 4.
Alias Device Platform Model Security Warnings

phone! L ol | Androld 10 o e 0]

7. Click Generate Duo Mobile Activation Code.

Q Search for users, groups, applications, or devices

Dashboard
Pashboard &4 =m = - Activate Duo Mobile

Activate Duo Mobile

Davice Insight

Policies

Applications This form allows you to generate a new activation code for this phone's Duo Mobile appl

mobile device or authenticate via Duo Push.

Single Sign-On

Note: Generating an activation code will invalidate any existing Duo Mobile credentials fc

Users

Groups Phone " m mEw

Endpoints

2FA Devices Expiration 24 hours v| after generation

Phones

Hardware Tokens

WebAuthn & U2F e gl  Generats Duo Mobile Activation Code




8. Select Email in order to receive the instruction via email, type your email address and click Send
Instructions by email.

Dashboard > ¥ oew FRiETTH THE » Activate Duo Mobile

Activate Duo Mobile

This form allows you to generate a new activation code for this phone's Duo Moblle application. The Duo Mebile application allow:
miobile device or authenticate via Duo Push.

Note: Generating an activation code will invalidate any existing Duo Mebile credentials for this device until it is activated with the r

Phone ] T BT
Send links via SMS
® Email d——
Email Fe el BT RN ] —

9. You receive an email with the instructions, as show in the image

This is an automated email from Duo Security.

Your organization invites you to set up Duo Mobile on your phone. You will find instructions from your Duo

administrator below. If you have questions, please reach out to your organization's IT or help desk team,

This email will help you add your Cisco account to Duo Mobile on this device:
= = =
Just tap this link from + ™ g B, copy and paste it into Duo Mobile manually:

a
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If you're not reading this from+ m = = smmn Duo Mobile on your phone and scan

this barcode:

Don't have Duo Mobile yet? Install it first:
iPhone: https://itunes.apple.com/us/app/duo-mobile/id422663827

Android: https://play.google.com/store/apps/details?id=com.duosecurity.duomobile




10. Open the Duo Mobile App from your mobile device and click Add then select Use QR code and scan
the code from the instructions email.

11. New user is added to your Duo Mobile App.

Duo Authentication Proxy Configuration

1. Download and Install Duo Auth Proxy manager from https://duo.com/docs/authproxy-reference.

2. On the Duo Admin Panel navigate to Applications and click Protect an Application.

= Q Search for users, groups, applications, or devicas - Cisco | 1D I B BBy alan v

‘ Protect an Application ’

Dashboard
Qashboard > Applications

Device Insight

Applications

Policies

Applications

Protect an Appk

Manage your update to the new Universal Prompt

Single Sign-On X )
experience, all in one place. =
Users
Groups Get Started Get More Information (4
[v)
- [=—==——uil]
Endpoints
2FA Devices
Export v Q search

Trusted Endpoints

3. On the search bar, look for Cisco ISE Radius.

Protect an Application

Add an application that you'd like to protect with Duo two-factor authentication

You can start with a small *proof-of-concept” installation — it takes just a few minutes, and you're the only one that will see it, until you decide to add others.
Documentation: Getting Started Cf

Choose an application below to get started.

isel
Application Protection Type
(¢ Akamai Enterprise Application Access 2FA Documentation ¢f Protect
Uil Cisco ISE RADIUS i 2FA Documentation ¢

4. Copy the Integration key, Secret key and the APl Hostname. You need this information for the Duo
Authentication Proxy configuration.


https://duo.com/docs/authproxy-reference

Dashboard > Applications > Cisco ISE RADIUS 1

Cisco ISE RADIUS 1

Follow the Cisco ISE RADIUS instructions (4.

Details

Integration key MER R UiV M Copy

Secret key sescevcssecessselV/Gho Copy

Don't write down your secret key or share it with anyone.

API hostname [N A Gl VR Sy DN Copy

5. Run the Duo Authentication Proxy manager application and complete the configuration for both
Active Directory client ISE Radius server and click Validate.

Duo proxy config: authproxy.cfg

The Duo proxy config file should be on the machine you installed the Duo proxy program, at this file
location:

Windows
C:\Program files\Duo Security Authentication Proxy\conf\authproxy.cfg

Linux
/opt/duoauthproxy/conf/authproxy.cfg
£ Duo Authentication Proxy Manager - o X

@ Authentication Proxy is running Up since: 3/5/2022

Version: 56.0

Validation passed

Configuration has passed validation and s ready to b

Configure: authproxy.cig Unsaved Changes Output
; number to the
Running The Duo Authentication Proxy Connectivity Tool. This may take |
[ad_client] several minutes...
1=10.28.17.107 [{info] Testing section 'main' with configuration:
=Administrator [info] {'debug': 'True',
= FZaw A ‘log max_files': '10°',
in=0DC=agarciam,DC=cisco 'log_max_size': '20971520',
‘test_connectivity on_startup': 'true'}

[radius_server_auto] t S

Key=lrm 21 e LSO WALy @ [info] -

TTE77iAN e Vo QP id) [info] Testing section ‘ad _client' with configuration:
WVEmmeyl g [info] {‘'debug': 'True',
‘host': '10.28.17.107°,
1=Meaeniis! 'search_dn': 'DC=agarciam,DC=cisco’,

je=safe ‘service_account_password': 'seeex',

t=ad_client 'service_account_username': 'Administrator'}
=1812

[info]
[info] Testing section 'radius_server_auto' with configuration:




Below is sample configuration of authproxy.cfg

- Primary authenticator, Windows Active Directory Server is on 172.16.0.14
- Duo Authentication Proxy manager is on Windows Server 172.16.0.40

- WTI Device is on 172.16.0.44

- CiscoISEison 172.16.0.49

[ad_client]

host=172.16.0.14

service_account_username=duouser
service_account_password=duosecret
search_dn=DC=wti-lab,DC=com

security_group_dn=CN=DUO,OU=IT Department,DC=wti-lab,DC=com

[radius_server_auto]
ikey=XXXXXXXXXXXXXXXXX
skey=YYYYYYYYYYYYYYYYYY
api_host=api-123456789.duosecurity.com
radius_ip_1=172.16.0.49
radius_secret_1=test123

client=ad_client

port=1812

Cisco ISE Configurations

Step 1: Create vendor-specific attribute

1. Navigate to Policy > Policy Element > Dictionaries > System > Radius > Radius Vendors > Add

= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results

Dictionaries System Dictionaries

=

= Selected 0 Total 49

5 User Name - Description
ACIDEX Profiler ACIDEX dictionary
ACTIVEDIRECTORY_PROBE Profiler ACTIVEDIRECTORY _PROBE dictionary
APIC Dictionary for APIC

Profiler CDP dictionary

0O o0 o0ooao-d

CERTIFICATE Cisco Certificate Dictionary




Dictionaries

=q
E &
Ll Posture -
tl4 PROFILER

L IETF

~ [ RADIUS Vendors

Ll Airespace

L Alcatel-Lucent
LU Aruba

L Brocade

LU Cisco

Ll Cisco-BBSM
Ll Cisco-VPN3000
Ll H3C

L4 HP

L Juniper

L Microsoft

RADIUS Vendors

Name

Airespace

Alcatel-Lucent

Aruba

Brocade

Cisco

Cisco-BBSM

Cisco-VPN3000

H3C

HP

Juniper

Microsoft

Motorola-Symbol

Ruckus

WISPr

1 O O o o o A o R o R

WTI

v Import

-~ Vendor ID

14179

800

14823

1588

5263

3076

25506

2636

3n

388

25053

14122

24496

2. The name and the Vendor IDs are to be entered and saved.

Dictionary Name: WTI
Vendor ID: 24496

= Cisco ISE
Dictionaries Conditions

Dictionaries

=

L PassivelD

L Posture

L4 PROFILER
~ [ Radius

L IETF

L Session
L4 SNMP
L4 SPHUB

L SXP

3 RADIUS Vendors

Vendor Attribute Size Field Length

Description

Dictionary for Vendor Airespace

Dictionary for Vendor Alcatel-Lucent

Dictionary for Vendor Aruba

Dictionary for Vendor Brocade

Dictionary for Vender Cisco

Dictionary for Vendor Cisco-BBSM

Dictionary for Vendor Cisco-VPN3000

Dictionary for Vender H3C

Dictionary for Vendor HP

Dictionary for Vendor Juniper

Dictionary for Vender Microsoft

Dictionary for Vendor Motorola-Symbol

Dictionary for Vendor Ruckus

Dictionary for Vendor WISPr

Dictionary for Vendor WTI

Policy - Policy Elements

Dictionary for Vendor WTI

Results
RADIUS Vendors List > New RADIUS Vendor
* Dictionary Name WTI
£
s Description
- * Vendor ID 24406

Vendor Attribute Type Field Length 1

1




Dictionaries Conditions Results

Dictionaries > ... > RADIUS Vendors > WTT
Dictionaries
S Dictionary Dictionary Attributes
B Dictionary Attributes
L4 NMAPExtension -
N lised Radi
LU Normalised Radius O Name ~  Number Type Direction Description Predefi...
L4 PassivelD
O WTI-Super 41 INT BOTH NO

L4 Posture
L PROFILER
5 Radius

L IETF

3 RADIUS Vendors

4. Click Add and fill out the Attribute Name, Data Type, Direction and ID and Add allow values for access
level.

Attribute Name: WTI-Super
Data Type: INT

Direction: BOTH

ID: 41

Add allow Values for access level

Name: Administrator
Value: 3

Name: User
Value: 1

Dictionaries Conditions Results

tionari 1> W Super
Dictionaries
Aibate N TI-Super
4 NMAPExtension
De
INT v
* Direction BOTH -
L PROFILER
Radius L 1 0-255)
i IETF
Allow Tagging
1 RADIUS Vendars EI

[J Name Value




5. Save the attribute.

6. Add other Attributes on the same page if there are multiple Attributes to be added to the same
Dictionary.

WTI RADIUS Dictionary https://ftp.wti.com/InfoCenter/rsa/dictionary/dictionary.wti

Step 2: Connect Active Directory joint point in ISE

1. Navigate to Administration then click Identity Management and click External Identity Sources.

X Cisco ISE Q. What page are you looking for?

Dashboard Context Visibility Operations Policy Administration Work Centers

Recent Pages
System Network Resources pxGrid Services

Feed Service

Profiler

Threat Centric NAC

Third Party Ve

Identity Management

Identities

2. On External Identity Sources tab, Navigate to Active Directory and click Add

= Cisco ISE Administration - Identity Management
Identities Groups External ldentity Sources| Identity Source Sequences Settings
External Identity Sources ACt|Ve D|reCtO ry
T Add ':'\ Node View %€ Advanced Tools Scope Mode

3 Certificate Authentication F

- £ Active Directory C] Join Point Name -~ Active Directory Domain

<5 AD-WTI-LAB [} AD-WTI-LAB wti-lab_com

£ LDAP


https://ftp.wti.com/InfoCenter/rsa/dictionary/dictionary.wti

3. Under Connection section. Fill in the all requirement and click submit.

= Cisco ISE Administration - Identity Management
Identities Groups External ldentity Sources ldentity Source Sequences Settings
External Identity Sources - Allowed Domains PassivelD Groups Attributes Advanced Settings
* Join Point Name AD-WTI-LAB O]
= Certificate Authentication F -
B Active Directory Active Directory wti-lab.com o
Domain =
< AD-WTI-LAB

1 LDAP 3 Refresh Table
=
ODBC O ISE Node - ISENode R... Status Domain Controller Site
5 RADIUS Token
[:] CiscolSE.wti-lab.com STANDALONE & Operational DCWin2022 wti-lab.com Default-First-Site-Name
3 RSA SecurlD

4. Navigate to Groups tab and click Add > Select Group from Directory.

= Cisco ISE Administration - Identity Management
Identities Groups External ldentity Sources Identity Source Sequences Settings
External ldentity Sources Connection

Allowed Domains PassivelD Attributes Advanced Settings

Update SID Values

£3 Certificate Authentication F

Name SID
3 Active Directory O

< AD-WTI-LAB O wti-lab.com/IT Department/DUQ

S5-1-5-21-2346001846-3831695603-2264274261-2642

£ LDAP

5. Configuration for RADIUS communication between ISE and DUO. Navigate to Work Center >
Device Administration > Ext Id Sources

X Cisco ISE Q What page are you looking for?

Dashboard Context Visibility Operations Policy Administration Work Centers

Recent Pages

Network Access TrustSec Profiler Device Administration

Profiling P




6. On RADIUS Token click Add.

= Cisco ISE

ldentities Groups

External ldentity Sources

External Identity Sources

o= s

= L)

= e

3 Certificate Authentication F
~ [ Active Directory

<5 AD-WTI-LAB
£ LDAP

= oDBC

7 RADIUS Token

Administration - Identity Management

Identity Source Seqguences Settings

RADIUS Token Identity Sources

] Name o

Add

Description

O TEST

7. Starting from the left to right, configure the settings within each tab menu item as follow.

a. In General tab, configure the name for the configuration.

b. In Connection tab, configure the primary server details. (Primary Server is DUO Proxy Authentication

Server)

RADIUS Token List » TEST

External ldentity Sources

= = RADIUS Token ldentity Sources

1 Certificate Authentication F

1 Active Directory

~ Server Connection

“§ WTI-LAB-AD-User

O
[

= LpapP

=1 opBC

= RADIUS Token

1 RSA SecurlD

General

Connection

Authentication Autho

Safeword Server

Enable Secondary
Server

Always Access Primary
& Server First

Failback to Primary Server

o after

B sAML Id Providers

£ Social Login

* HostIP

~ Primary Server

* Shared Secret

= Authentication Port

= Server Timeout

* Connection Attempts

172.16.0.40 (O]

Show

1812

60 Seconds (1)




8. Create Identity Source sequences. Navigate to Administration > Identity management > Identity
Sources Sequence

X

9.1

Cisco ISE Q What page are you looking for?

Dashboard Context Visibility Operations Policy Administration

Recent Pages
Network Resources

ice Groups
Prof
DIUS 5

Health Checks
Backup & R

Identity Source Sequences
Settings om Portal Files

tings

n Identity Sources Sequence click Add name identity source sequence and select authentication

available search list and click Save.

= Cisco ISE Administration - Identity Management
Identities Groups External Identity Sources Identity Source Sequences Settings
Identity Source Sequences List > DUO_Sequence

Identity Source Sequence

~  ldentity Source Sequence

* Name DUO_Sequence

Description

~ Certificate Based Authentication

[] select Certificate Authentication Profile

“~ Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected
Internal Endpoints TEST
Internal Users AD-WTI-LAB

Guest Users



Step 3: Create Network Device

1. Navigate to Administrator > Network Resource > Network Device

Dashboard Context Visibility Operations

Policy Administration Work Centers

Recent Pages

System Network Resources pxGrid Services

Feed Service

Profiler

2. Enable Radius DTLS in Device Default

Network Devices Network Device Groups

Network Device Profiles External RADIUS Servers RADIUS Server Sequences External MDM

Network Devices

i Default Network Device

Device Security Settings

The default device definition can optionally be used in cases where no specific device definition is found that matches a device IP address

Default Network Device Status]

Device Profile Cisco

RADIUS Authentication Settings
Enable RADIUS

RADIUS UDP Settings

* Shared Secret Show

[ ] Use Second Shared Secret ()

Second Shared Secret

RADIUS DTLS Settings (1)
DTLS Required (1)

Shared Secret radius/dtls (0]

Issuer CA of ISE Certificates for CoA  Select if required (Up[io v

Step 4: Create Radius Authorization Profile

1. Navigate to Policy > Policy Elements > Results > Authorization Profiles > Add



Authentication

Standard Authorization Profiles

Allowed Protocols

For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

Authorization ~
I Authorization Profiles I
Downloadable ACLs O Name Profile ~  Description

C] Blackhole_Wireless_Access @k Cisco @ Default profile used 1o blacklist wireless devices. Ensure th

Profili >

e D Cisco_IP_Phones ks Cisco (D Default profile used for Cisco Phones.

Posture ’ C] Cisco_Temporal_Onboard s Cisco (D Onboeard the device with Cisco temporal agent

Client Provisioning > O Cisco_WebAuth i Cisca (7) Default Profile used to redirect users to the CWA portal.
C] NSP_Onboard s Cisco (D Onboard the device with Native Supplicant Provisioning
[:] Mon_Cisco_IP_Phones &k Cisco @ Default Profile used for Non Cisco Phones.
O UDN i Cisco (7 Default profile used for UDN.
O DenyAccess Default Profile with access type as Access-Reject
[:] PermitAccess Default Profile with access type as Access-Accept
(] WTI-Admin WTI Administrator Access level
(] WTI-User @ WTI User Access Level

2. Create two Authorization Profile. One for WTI_Admin (Administrator access level) and another
for WTI_User (User access level).

Dicticnaries Conditions Results

Authorizanion Profiles WTI-Adman
Authentication o

Authorization Profile

Allowed Protwcols

* Nams .
WTI-Admin
Authorization o
Descnpoon .
Authorization Profiles P W1 Administraior Access el 2
e
Downloadable ACLs * Access Type
ACCESE_ACCEPT -~
Profiling ¥ Merwork Device Profile Any
Posture 3 ‘Semice Tempilane
Track Movemant 0O
Client Provisioning > PR
Ageniless Posre 1]

Passive Identity Trackmng [ (T)

' Common Tasks

] Wit Redirecton (CWA, MDM, NSP, CPP) (]

] unigque Igenuner (2

' Advanced Anributes Semngs

- WTI:WTI-Super ~ 7 Administrator e




For WTI_Admin

In advanced Attribute Settings

~ Advanced Arttributes Settings

WTEWTI-Super = Administrator

~ Attributes Details
Access Type = ACCESS ACCEPT

WTI-Super = 3

MooAUdvVaAllL-Eud ALLNTYULE D SO LLngo

.- WTEWTI-Super v o User

~ Attributes Details

Access Type = ACCESS_ACCEPT

WTI-Super = 1

Step 5: Create Policy with NAS-Identifier

1. Navigate to Policy > Policy Sets > click (+) to add new policy set.

Status  Policy Set Name D ipti C

Allowed Protocols / Server Sequence Hits Actions View

Q, Search

[ Radius'NAS-Identifier STARTS_WITH CPM

° DUO with AD and NAS-

OR & Radius'NAS-Identifier STARTS_WITH DSM
Identifier

& Radius'NAS-Identifier STARTS_WITH REM

Default Network Access 3 eid >

(-] Default Default policy set

Default Network Access 0 {:c:;} by




Policy Set Name: DUO with AD and NAS-Identifier
Condition: Radius-NAS-Identifier START_WITH CPM (DSM or REM)
Allowed Protocols: Default Network Access

2. Authentication Policy

Rule Name: Default
Use: DUO_Sequence

\/ Authentication Policy (1)

;] Status  Rule Name Conditions Use Hits Actions

Q

I DUO_Sequence @ I

(] Default 3 {é}

> Options

3. Authorization Policy — create two authorization policy, one for WTI_Admin and another for WTI_User.

> Authorization Policy - Global Exceptions

v Autherization Poliey (2)

Results

;j Status  Rule Name Conditions Profiles Security Groups Hits  Actions

Q

] WTI Admin A AD-WTI-LAB-ExternalGroups EQUALS wti-lab.com/IT Department/DUO WTI-Admin Select from list 3 {{3:}

For WTI_Admin

Rule Name: WTI-Admin
Condition: AD-WTI-LAB-ExternalGroup EQUALS wti-lab.com/IT Department/DUO
Profile: WTI_Admin

O Wi A AD-WTI-LAB ExternalGroups EQUALS wi-lab.com/IT Department/DUO WTI-Admin Select from ist ] {:c\)}

For WTI_User

Rule Name: WTI-User
Condition: AD-WTI-LAB-ExternalGroup EQUALS wti-lab.com/IT Department/DUO
Profile: WTI_User

0 e A AD-WTI-LABExtermalGroups EQUALS wii-lzb.comT Depariment/DUO WTI-User Select from list 3 gﬁ}



Step 6: Export System Certificate

1. Export System Certificates for RADIUS DTLS. In the example we used Self-sign certificate.
2. Go to Administration >> System >> Certificate >> System Certificate

3. Export Default self-signed server certificate that has RADIUS DTLS under used by column. This
certificate will be use to import into WTI Primary Radius/DTLS Server Certificate.

Deployment Licensing Certificates Logging Maintenance Upgrade & Rollback Health Checks Backup & Restore Admin Access Settings

Certificate Management ~

) System Certificates For disaster recovery it is recommended to export certificate and private key pairs of all system certificates.
System Certificates -
Admin Certificate Node /7 Edit - Generate Self Signed Certificate - Import (1) Export  { Delete () View Public CAs are updating certificate issuance criteria
Restart
Trusted Certificates Friendly Name Used By Portal group tag Issued To Issued By Valid From Expiration Date Status
QOCSP Client Profile
v CiscolSE
Certificate Signing
Requests Default self-signed serve EAP Default Portal Certificate  CiscolSE.wt1devlab.com CiscolSE.wtldevlab.com Wed, 30 Sep 2026 Fri, 29 Sep 2028 -]
Certificate Periodic Check eertiicate A“m.em;m e Grewe (U )
Settings Admin, Portal, Active
RADIUS DTLS,
TACACS

4. Import WTI Local RADIUS DTLS CA Public Certificate into Cisco ISE Trusted Certificate and make
sure these two are checked.

- Trust for authentication within ISE and Client-Server communication.
- Trust for client authentication and Syslog.

Certificate Management ~ Edit Certificate
System Certificates
Issuer
Admin Certificate Node
Restart
Trusted Certificates
* Friendly Name  TEST-Cert
OCSP Client Profile
Certificate Signing Status Enabled
Requests
Certificate Periodic Check Description
Settings
Subject CN=WTIDevice Root CA,OU=Security,0=WTIDevice L=Irvine,ST=California,C=US
Certificate Authority b
Issuer  CN=WTIDevice Root CA,0U=Security,0=WTIDevice,L=Irvine, ST=California,C=US
Valid From  Tue, 12 May 2026 21:39:29 UTC
Valid To (Expiration) Fri, 9 May 2036 21:39:28 UTC
Serial Number 10 26 77 71 23 EABG 92 D1 40 D3 3EEF FO 33 FOE7 98 13 14
Signature AIGOMthM  SHA256withRSA
Key Length 4098
Usage

Trusted For: (:
Trust for authentication within ISE and Client-Server communication
Trust for client authentication and Syslog
[ Trust for certificate based admin authentication
[:] Trust for authentication of Cisco Services

[:] Trust for Native IPsec certificate based authentication

Certificate Status Validation



WTI Device setup and Configuration

1. Import System Certificate from Cisco ISE into WTI primary RADIUS/DTLS Server Certificate.
2. Login into Web GUI >> Configuration >> Network Configuration >> IPV4 >> eth0 >> RADIUS

3. In General Parameter tap. Fill out the requirement:

WARNING: Default User/Password Exists
HOME

RADIUS Parameters [Shared]

General Parameters Secure Setiings

STATUS
Enable: On
CONTROL
Mode: DTLS |
METERING )
Primary Host/Address 1Pv4: | 172.16.0.49
CONFIGURATION Primary Host/Address IPvé: |
GENERAL PARAMETERS 4
Primary Secret Word:
SERIAL PORT CONFIGURATION
NETWORK Secondary Host/Address |Pv4: |
CONFIGURATION
PVa - Secondary Host/Address |Pve: |
ghl U Secondary Secret Word:
ath1 o
IPVE + Fallback Timer: 03 |
CELLULAR +
CONFIGURATION Fallback Local: On (Al failures)
USER CONFIGURATION Retries: . |
VPN OPTIONS +
Authentication Port: | 2083
PING NO ANSWER
CONFIGURATION
Accounting Port: | 1813
ALARM CONFIGURATION
TELEMETRY OPTIONS + OneTime Auth: T
DOWNLOAD UNIT OneTime Auth Timer: | 10
CONFIGURATION
FIRMWARE OneTime Auth Type: Cookies
TEST Session Module Type: Enable |
LOGOUT Require Message Authentication: On
Debug: On
Ping RADIUS Servers
Default RADIUS User Access
Change RADIUS Parameters




4. In Secure Settings tab, paste Cisco ISE system certificate that we export from step 6-3 into Primary
RADIUS/DTLS Server Certificate

RADIUS Parameters [Shared]
General Parameters

Primary RADIUS/DTLS Server Certificate:

----- BEGIN CERTIFICATE-----
MITFRzCCAy+gAwIBAgINAKKd2ri 1F2GiyG+]pzANBekghkiGIwaBAGWFADARMREW
HOYDVQQDEXZDaXN b8 1TRSS 3dDF kZXZs YWILY29tMBAXDTI 2MDkzMDAXM] gxOVoX
DTI4MDkyOTAxM] gxOVowI TEFMBAGALUEAXMIQ2 1Y 297U Uud 30xZGY2bGF i Lmhlv
bTCCAL TwDQYIKOZ ThycHAQEEBQADge IPADCCAZoCgaTBATogF I¥b0as+p3gGoulT
20U+7bUyiKSCEBNBNWLWD /W57 LOES/ 07Gx13FDIFt6CFOAT 2WODIGhF zznmGELAMZ -

5. Fill out the requirement associate to your network environment.

@ Common Name: | 172.16.0.44 |
@ State or Province: ‘ California |
@ Locality: ‘ Irvine |
@ Country Code: ‘ us |
@ Organization (0): ‘ Organization Name |
@ Organizational Unit (OU): ‘ Organization Unit Nam |

click on Re-Create Client Certificate and click Change RADIUS Parameters.

Re-Create Client Certificates Re-Create Client Certificates

6. Copy and paste Local RADIUS DTLS CA Public Certificate into notepad and import it into Cisco ISE
trusted certificate as mentioned in Step 6-4. Done

Local RADIUS DTLS CA Public Certificate: [ _____ BEGIN CERTIFICATE---—- a
MIIGADCCBFygARTBAZTUECZ3cSPqtpLRONIHT /kz+eeYEXQUDQYIKoZThvenagel

Read Only BQAwdELMAKGALUEBhMCWWMXEzARBENVBAZMCkNhbG1mb3 JualExDz ANBENVBACH
Bk1ydmluZTESMBAGAIUEC gwIV1RIRGY2akN1MREWDWYDVQQLDAhTZWNLcml@e TEa

View Certificate Details MBgGALUEAWWRVIRIRGY2aLN1IFIvb3QgQ@EwHhcNMIYwNT EyMiEzOTISWhehMz Y

NTASMIEzOTISWIB2M)swCQYDVQQGEWIVUZETMBEGALVECAWKQ2FsaWZvemSpYTEP
MABGALUEBWWGSX ] 2aWS IMRIWEAYDYVQQKDALXVELEZXZpY2UXETAPBENVEBASMCFNL




Cisco ISE Radius Live Log

Authentication Det

Oct 13, 2026 04:49:15.000 PM

Oct 13, 2026 04:49:15.000 PM

Policy Serve CiscolSE

Other Attributes

ECDHE-RSA-AES256-GCM-SHA384

5F EO 43 EE E6 F7 A5 07 Cé 9D BS E3 82 05 D2 D2 21 33
94 EF

192.10.10.135

CN=WTIDevice Root
CA,OU~-Security,0-WTIDevice, L-Irvine,S~California, C-US

SVersio DTLSv1.2
sionld 583

CN=192.10.10.135,0U=Organization Unit
Name,0~Organization Name,L-Irvine,S~-California,C-US

JestinationPort 2083

WTI Log

Issue this command /bash cat /var/log/radsec.log

REM> /bash cat /var/log/radsec.log

Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue

Oct 13 ©9:U6:59 2026: radsecproxy 1.12.8-dev starting

Oct 13 09:U46:59 2026: resolvehostport: (src info not available) -> 0.0.8.0,

Oct 13 ©9:U46:59 2026: addserver: starting new client writer for isel

Oct 13 ©9:U46:59 2026: resolvehostport: 127.0.8.1 —> 127.0.0.1

Oct 13 09:U46:59 2026: disable_DF_bit: disabling DF bit (Linux variant)

Oct 13 89:U6:59 2026: createlistener: listening for udp on 127.6.0.1:1812
13 ©9:46:59 2026: resolvehostport: 127.0.8.1 -> 127.0.0.1

Oct 13 ©9:U6:59 2026: disable DF_bit: disabling DF bit (Linux variant)

Oct 13 89:46:59 2026: createlistener: listening for udp on 127.0.0.1:1813

Oct 13 ©9:46:59 2026: radsecproxy startup complete

Oct 09:46:59 2026: dtlsconnect: initial connection to isel

RADIUS

RADIUS D

ved client hello mes:

RADIUS DT t client hello verify
RADIUS DTLS: sent client hello verify r
RADIUS DTLS: received client hello me
RADIUS DTLS: sent server hello message
RADIUS DTLS: sent server certificate
RADIUS D sent client certificate

RADIUS D

RADIUS

RADIU

configur

RADIU

RADIUS DT rece

RADIUS DTLS: received certificate verify
RADIUS DTLS: received finished messag
RADIUS DTLS: sent change cipher spec messa
RADIUS DTLS: sent finished me

Oct 13 09:U6:59 2026: dtlsconnect: trying to open DTLS connection to server isel (192.10.10.250 port 2083)

Oct 13 ©9:U6:59 2026: disable_DF_bit: disabling DF bit (Linux variant)
09:46:59 2026: udp server writer, waiting for signal

09:U6:59 2026: verifyconfcert: verify certificate for host isel, subject CN=CiscoISE.wtldevlab.com

09:U6:59 2026: dtlsconnect: DTLS connection to isel (192.10.10.250 port 2083), subject CN=CiscoISE.wtldevlab.com up

09:U47:13 2026: radudpget: got 90 bytes from 127.0.6.1
09:47:13 2026: radsrv: code 4, id 177

09:07:13 2026: radsrv: got Accounting-Request (id 177) with username: superl from client localhost (127.6.0.1)

09:47:13 2026: found matching realm: #*

09:47:13 2026: found matching conf: isel

09:47:13 2026: sendrq: inserting packet with id @ in queue for isel
09:47:13 2026: sendrq: signalling client writer

09:47:13 2026: freerealm: called with refcount U

09:47:13 2026: clientwr: got new request

09:47:13 2026: clientradputdtls: Sent 90 bytes, Radius packet of length 90 to DTLS peer isel

09:47:13 2026: radtlsget: got 20 bytes, ignoring @ bytes of padding
09:47:13 2026: got Accounting-Response message with id @

09:47:13 2026: Accounting-Response for user superl from isel to localhost (127.0.0.1)
09:07:13 2026: replyh: passing Accounting-Response (id 177) to client localhost (127.8.8.1)

09:47:13 2026: signalling server writer
09:47:13 2026: freerq: called with refcount 3
09:47:13 2026: udp server writer, got signal
09:47:13 2026: udpserverwr: refcount 2
09:47:13 2026: freerq: called with refcount 2




