OAuth2.0 Web Login with Microsoft Azure

1. Login to Microsoft Azure https://portal.azure.com

2. Under Microsoft Entra ID. Navigate to App registrations.
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3. Click on New Registration
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4. Fill in the Register and application form with the following values.

A. Name: WTI OAuth web login (any name work)
B. Supported Account Type: Accounts in this organizational directory only.

C. Redirect URI:

- Drop down box: Web

Application (client) ID


https://portal.azure.com/

- Address Box: https://yourdeviceip/index.html
D. Click the button Register

Microsoft Azure P Search resources, services, and docs (G+/)

Home » Western Telematic Inc. | App registrations

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| WTI OAuth Web Login

Supported account types

Who can use this application or access this API?
@) Accounts in this organizational directory only (Western Telematic Inc. only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI (optional)

We'll retum the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

[ web v | [ https://192.168.100.168/indexhtm!

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterpnse applications.

By proceeding, you agree to the Microsoft Platform Policies

5. Click Add certificate or secret to create secret from the screen below.
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6. Click client secret in the menu and click New client secret
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Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

@ 2pplication registration certificates, sacrets and federated credentisls can be found in the tabs below.

Certificates (0) Federated credentials (0}

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password,

Description Expires value O Secret ID

No client secrets have been created for this application.

7. Fill in Description and select Expires from the dropdown and click Add button.
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8. Copy value for client secret and save to notepad. This will be use later in WTI OAuth web setting.

0 Application registration certificates. secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (1)  Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

-+ New client secret

Description Expires Value (0 Secret ID

WTI OAuth Web Login 4/15/2027 [ SMSBQ~DKKGWK3J7~SahTIBWT -ecavde... l:' [

Copy value for client secret

9 Done



Information need to copy to WTI OAuth Web Login Setting
Well-known URL

CpenlD Connect metadata document

| https://login.microsoftonline.com,/IEEEnSE—————————) 2.0/ wel-known/openid-configuration

Client ID

Application (client) ID : nenineielbeiisnii i i

Client Secret: copy the value secret that you pasted into notepad.
Certificates ({0} Client secrets (1) Federated credentials (0}
A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application password.

T New client secret

Description Expires Value © Secret ID

WTI Web Qauth Login Test for Jalpa 11/13/2026 VG E——— 5]

Redirect URL: https://yourdeviceip/index.html

Web

Quickstart  Docs ]E[
Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. The redirect

URI you send in the request to the login server should match one listed here. Also referred to as reply URLs. Learn more about Redirect URIs and their
restrictions '

https://192.168.100.168/index.html ||

Add URI

Logout URL:

https://login.microsoftonline.com/ ittt -
gswedwii®/ 0auth?2/logout?post logout redirect uri=https://192.168.100.168/bye/logout.html



https://login.microsoftonline.com/382af675-fec3-442a-a455-5c483cc2a1f0/oauth2/logout?post_logout_redirect_uri=https://192.168.100.168/bye/logout.html
https://login.microsoftonline.com/382af675-fec3-442a-a455-5c483cc2a1f0/oauth2/logout?post_logout_redirect_uri=https://192.168.100.168/bye/logout.html

WTI Web OAuth2.0 Configuration

1. Access your WTI unit through the CLI and enter the /N command.

2. Select option 23 for Web Access and then choose option 13 for oAuth Parameters.

3. Configure the following parameters provided by the Microsoft Azure Account. Esc to the
main menu to save the configuration.

WEB OAUTH PARAMETERS: [eth0] IPv4/IPv6

1. Enable: On

2. Well Known URL:

3. Client ID:

4. Client Secret:

5. Redirect URL:

6. Logout URL:

7. Require Claim:

8. Request Type: POST
9. HTTP Duration: 10
10. HTTP Retry: 1

11. Default User Access: On

4. Check the web interface to ensure oAuth login works.



